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Screen Print of <ziplip . com>, "The ZipLip Solution", dated Jun. 2, 1999, 9 pages 
(numbered) . 

Screen Print of <hushmail . com>, "hushmail", dated May 28, 1999, 7 pages (hand 
numbered) . 

Microsoft, "Planning and Deploying Outlook Web Access", copyright 1999, 23 pages, 
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ART-UNIT: 2154 

PRIMARY-EXAMINER: Vu; Viet D. 
ATTY-AGENT-FIRM: Chapman and Cutler 
ABSTRACT : 

A full-featured e-mail system is used in both Internet-based and client-side 
(personal computer) forms. In each form, either basic e-mail service is provided to 
system subscribers or a secure, premium service with authentication, concealment, 
integrity, and non-repudiation functions for electronic messaging services is 
provided. In either form and at either level of service, subscribers can work off- 
line on their own computers with proprietary software loaded or, alternatively, on- 
line on any computer with an Internet connection. The system is interoperable, to 
preserve security, with all S/MIME compliant software applications, even for those 
users not subscribing to a service implementing the disclosed system. Digital 
certificates can be provided as a security service of the disclosed system, rather 
than requiring a second source with separate verification procedures. As additional 
optional features, the subscriber can control compression of outgoing attachment 
files, rather than having that function absent or operate in some automatic way. 
Decompression of such file attachments when received occurs automatically for 
subscribers, without having to invoke a different program or system. Interactive 
help features, book hierarchy uniformity for messages, accounts, certificates, 
virus warnings, and dual naming capability are also provided and available to 
subscribers in both the Web-based and the client-side application forms disclosed 
herein, and in both basic and premium service levels. 



10 Claims, 14 Drawing figures 
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DOCUMENT-IDENTIFIER: US 6356937 Bl 

TITLE: Interoperable full- featured web-based and client-side e-mail system 
Detailed Description Text (16): 

In order to create universal appeal, the e-mail application provides two 
implementation forms and two levels of service. The first form is a Web-based 
implementation that uses distributed computing technology to provide e-mail service 
without downloading by the end user. The second implementation form is an 
application that is loaded on or downloaded to the subscriber's personal machine 
and run locally. The ability to offer the two complimentary forms for 
implementation is paramount to EMC ' s goal of providing robust e-mail services. The 
Web-based form permits subscribers who do not have their own computer, who travel, 
or who otherwise use different computers to access and use these e-mail services. 
The client-side application is used by subscribers who do not want to be online for 
long periods for composing and reading messages. The ability of a single subscriber 
to use either of these implementations alternatively, on the same account, provides 
universal access to versatile e-mail services. 

Detailed Description Text (17) : 

The Web-based form of the invention uses distributed computing technology to 
provide full-featured e-mail services to an end-user subscriber from any suitable 
computer that is connected to the Internet and has an Internet browser. Currently, 
full-featured e-mail with privacy enhancements is available only in those e-mail 
applications that are run on the end-user's local machine. The drawback of this 
approach is that the user needs to be at that machine in order to use the e-mail 
application, and thus have all the expected e-mail features and also secure 
communications. The Web-based form of this invention provides secure communication 
to or from any place the subscriber is located. 

Detailed Description Text (61) : 

The second, and higher, class of certificate guarantees authentication of the 
user's true identity via physical identification. This means that the user applying 
^ level-two certificate needs to be identified with proper credentials (i.e., a 
passport or driver's license ) by the CA or a licensed signatory. A particularly 
easy method of achieving this goal would be to have the user download and print a 
legally binding document (the document can contain a digital watermark to protect 
the integrity of the document) that the user can sign in the presence of a notary 
public or other official. The document is then physically sent (by courier or mail) 
to the issuing CA for confirmation. The approved applicant would receive the issued 
certificate in one of two ways. The certificate would either be distributed via 
password authenticated secure Web download, or it could be sent via certified mail 
or by some other trusted courier. 

Detailed Description Text (79) : 

KCGS: this is the most critical server. This server must conform to level four 
security levels as specified in FIPS PUB 140-1. Furthermore, each of the two 
required machines should contain dual processors and be quad processor capable. 
There are periods when these machines are required to generate much mathematical 
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data in short amounts of time; thus the processor speed is of the utmost 
importance. Storage space, however, is not a large concern. Sufficient storage is 
necessary to store any cryptographic files that are necessary for generating 
digital certificates. 

Detailed Description Text (96) : 

Each implementation requires different handling of functionality in o rder to 
emulate these features; however, the differences between the overall look and feel 
of each implementation should go largely unnoticed by the subscriber. The e-mail 
application is designed to implement s/MIME messaging utilizing X.509 certificates. 

Detailed Description Text (117): 

This application is designed with two general environments in mind. The first 
environment is that of an Internet browser, such as Netscape Navigator. In this 
sense, the application is to run through the browser in order to get to the user. 
The modular design of the application provides for simple transition between Web- 
based application usage and the second environment. 

Detailed Description Text (149): 

Q-t^der Messages in Particular Folder 

Detailed Description Text (207) : 

The user can select the options that he/she prefers. If a user doesn't wish to use 
the Interactive Help Panel, that option can be disabled by checking the checkbox 
"Interactive Help Panel Settings" heading. In order to restore the Interactive Help 
Panel to the default functionality, the user would click the "Reset Interactive 
Help Panel" button. The user also has the availability to enable/disable 
encryption, digital signatures, attachment compression, signature file appending, 
and outgoing message options. When the user is finished selecting and/or 
deselecting the available options, he/she may exit the preferences display by 
selecting the "Exit Preferences" button. When this button is pressed, the 
application moves to the prior state of the application. That is, if the user was 
in a different state, such as composition, that state would return to the display, 
assuming the exact information that was there when the user entered the preferences 
state. It is important to note that the selection of certain options from the 
preferences display does not affect the previous state of the application. Thus, if 
the user was composing a message before entering the preferences state, and then 
changed the encryption settings, these changes would be noticed, not on the current 
composition, but on the next composition. 

Detailed Description Text (212): 

The user adds a message filter by entering a filter name, the constraint field of 
the filter, what the field should contain in order to be filtered, and a folder in 
which to place the messages meeting the requirements of the filter. The constraint 
fields are those fields found in the header of an e-mail message, such as "to", 
"from", and "cc". The user can select any number of containments for the field, the 
most common being either part or all of an e-mail address. The pull down menu lists 
the current folders in the Message Book, and contains a selection that allows the 
user to create a new folder from within this display. This display cannot be 
entered if the application is currently running a critical function. 

Detailed Description Text (228): 

The Attach File button, when clicked (on the tool bar in the frame), brings up a 
dialog box (the only separate window used by the application) in order to allow the 
user to select a file that he/she wishes to attach. The file can be of any type and 
size, if the user has the proper permissions to access and download the file. The 
dialog box that this option displays is a familiar Windows file dialog box. It 
supplies a directory tree, a name field, a pull down menu of available disk drives, 
etc. When a file is attached, it is placed into a buffer and waits for the send or 
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"Save as Draft" button to be selected for proper handling. When the user has 
completed selection of the desired attachment, the file dialog exits and the user 
may continue editing the composition. This option is not operational if the 
application is currently running a critical process. 

Detailed Description Text (233) : 

When the user selects the "Retrieve Messages" button from the second line of the 
tool bar (FIGS. 5-14, second line of tool bar), the application gets messages from 
the user's various e-mail accounts. The first account to be checked is the account 
found on the EMC server. If the user has other accounts listed in his or her e-mail 
account book, these will be checked in the order in which the user entered them. 
Note that only default accounts will be checked automatically. Any other accounts 
must be checked for messages manually. For each account that is checked, the 
message filter will be invoked. The state of the application remains the same 
except for the second window, which changes to display the message book. 
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US-PAT-NO: 6640145 
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TITLE: Media recording device with packet data interface 



□ 3. Document ID: US 6400996 B1 

L8 : Entry 3 of 6 File: USPT 



Jun 4, 2 002 



US-PAT-NO: 6400996 

DOCUMENT-IDENTIFIER: US 6400996 Bl 



Record List Display 



Page 2 of 3 



TITLE: Adaptive pattern recognition based control system and method 



n 4. Document ID: us 6356937 B1 

L8 : Entry 4 of 6 File: USPT 



Mar 12, 2002 



US-PAT-NO: 6356937 

DOCUMENT-IDENTIFIER: US 6356937 Bl 

TITLE: Interoperable full- featured web-based and client-side e-mail system 



n 5. Document ID: us 6253588 B1 

L8: Entry 5 of 6 File: USPT 



Jul 3, 2001 



US-PAT-NO: 6253588 , 

DOCUMENT-IDENTIFIER: US 6253588 Bl 



TITLE: Quick plastic forming of aluminum alloy sheet metal 



nt!© i CrtMion i ^ Front 



Class iificsticiM 



n 6. Document ID: US 5081685 A 

L8 : Entry 6 of 6 File: USPT 



Jan 14, 1992 



US-PAT-NO: 5081685 

DOCUMENT-IDENTIFIER: US 5081685 A 

TITLE: Apparatus and method for reading a license plate 



^^iil lilSliiiSiliiiB^ ISS IBiiiii^ii llllMliiE^^ SBmBI^ 



Terms 



(conforms same (degree or level$)) and (license with (degree or level$)) and 
order$ 



Documents 



Record List Display Page 3 of 3 

Pr evious Page Next Page Go to Doc# 



Record List Display 



Page 1 of 1 



Hit List 



Search Results - Record(s) 1 through 1 of 1 returned. 



n 1. Document ID: NN8901252 

Using default format because mul%!e data bases are invoived, 

Lll: Entry 1 of 1 File: TDBD 



Jan 1, 1989 
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DISCLOSURE TITLE: Paging of Display Screen Images Using Footswitch and Digital 
Interface 

PUB L I CAT I ON- DATA : 

IBM Technical Disclosure Bulletin, January 1989, US 



VOLUME NUMBER: 31 
ISSUE NUMBER: 8 
PAGE NUMBER: 2 52 - 



254 



SECURITY; Use, copying and distribution of this data is subject to the restictions in the Agreement For 
IBM TDB Database and Related Computer Databases. Unpublished - all rights reserved under the Copyright 
Laws of the United States. Contains confidential commercial information of IBM exempt from FOIA 
disclosure per 5 U.S.C. 552(b)(4) and protected under the Trade Secrets Act, 18 U.S.C. 1905. 

GOPYRIGHT STATEMENT: The text of this article is Copyrighted (c) IBM Corporation 1989. All rights 
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disclosure per 5 U.S.C. 552(b)(4) and protected under the Trade Secrets Act, 18 U.S.C. 1905. 
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TITLE: Amplifying genetic material for detecting the presence of pathogens in a 
sample and in recording and cataloging unidentified organisms, by amplifying 
genetic material using single primer sequence 

INVENTOR: BURGOYNE, L A 

PATENT-ASSIGNEE: FLINDERS TECHNOLOGIES PTY LTD (FLINN), KOHN K I (KOHNI) 
PRIORITY-DATA: 2 0 OlUS-313 9 12P (August 21, 2001) 



PATENT-FAMILY: 

PUB-NO PUB-DATE LANGUAGE PAGES MAIN-IPC 

□ WO 2003016546 Al February 27, 2003 E 046 C12P019/34 



DESIGNATED-STATES: AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE 
DK DM DZ EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR LS 
LT LU LV MA MD MG MK MN MW MX MZ NO NZ OM PH PL PT RO RU SD SE SG SI SK SL TJ TM TN 
TR TT TZ UA UG US UZ VN YU ZA ZM ZW AT BE BG CH CY CZ DE DK EA EE ES FI FR GB GH GM 
GR IE IT KE LS LU MC MW MZ NL OA PT SD SE SK SL SZ TR TZ UG ZM ZW 

APPLICATION-DATA: 

PUB-NO APPL-DATE APPL-NO DESCRIPTOR 

WO2003016546A1 August 21, 2002 2 002WO-US2 667 0 

INT-CL (IPC) : C07 H 21/04; Cl2 P 19^/_34; C12 Q 1/68 

ABSTRACTED- PUB-NO: W02 003 0 1654 6A 
BASIC-ABSTRACT: 

NOVELTY - Amplifying (M) genetic material, comprising amplifying the genetic 
material using a single primer sequence, is new, 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for: 

(1) a detector for detecting pathogens in a sample, comprises a single primer 
sequence for use in an amplification reaction, where the primer sequence amplifies 
pathogen genetic material, thus detecting pathogens in a sample; 



(2) a kit for performing (M) , comprises a single primer sequence, and a device for 
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amplifying genetic material; 

(3) a device for performing (M) , comprises a robot for performing (M) , and DNA 
separating and observing units functionally connected to the robot, therefore the 
robot runs the DNA separating and observing units; and 

(4) a computer program for creating primers for use in (M) . 

USE - (M) is useful for detecting the presence of pathogens in a sample, by 
amplifying genetic material for a pathogen in the sample using a single primer in 
an amplification process. (M) is useful in recording and cataloging unidentified 
organisms (claimed) . 

(M) is useful for amplifying RNA and/or DNA in a sample while simultaneously 
producing molecular clones that also constitute a profile of that sample, for 
detecting illness and the presence of bacteria or other pathogens, for agricultural 
purposes such as testing for bacteria in soil samples or other similar purposes, 
for detecting infectious bacterial and viral diseases, for biologically profiling 
soils from minute samples of soil, to amplify nucleic acid from any parasite in the 
plasma or serum, to detect known or unknown virions, either RNA or DNA, with equal 
speed and ease, to detect bacteria, and in systems that handle the acquisition and 
analysis of complex data in databases that associate clinical records with 
molecular data. 



(M) is useful in conjunction with a material that can store genetic material e.g., 
processing for RNA occurring on the storage media, low specificity, high-gain 
amplification using very few primers and, in the preferred and demonstrate version, 
long-range PGR, for optimizing the degree of specificity for general use from the 
choice of amplification conditions, generalized to the choice of the contours of an 
amplification-conditions ramp, and final data analysis by nucleic acid arrays or 
on-line sequencing technology. (M) is useful in open-ended accumulation of sequence 
libraries for use on chip-style devices, for measuring and detecting trace levels 
of nucleic acid, to objectively record and cat alogue large numbers of previously 
unidentified organisms as gel patterns for future reference, for typing complex 
mixtures of organisms, in microbial profiling, in forensics, and in quality 
control, especially in commercial DNA polymerase preparations. 

ADVANTAGE - (M) has extreme resistance towards the formation of primer-dimers and 
primer concatenates, and does not require use of a ligase nor does it require 
significant sequence specificity from the primers. In (M) , single primers are used 
instead of arrays of single primers as are required by the conventional methods. 
The use of single primers causes the species being amplified to have complementary 
termini. These termini normally interfere with amplification in both a size- 
dependent way such that large inserts are favored and in an interprimer sequence- 
dependent way such that sequences that fold to keep the ends apart are favored. (M) 
does not require large amounts of nucleic acid, as are usually required by two- 
primer amplifications, in order for amplification to take place, and is highly 
selective in the amplification of sequences. (M) preferentially amplifies sample 
sequences from more complex genomes than from very simple genomes because the more 
complex a genome, the higher the probability of unusually amplifiable interprimer 
sequences that are contained in it. The method stops the selectivity of the PGR 
from being dominated by the homology of the primers to the template and instead 
makes selectivity dependent on the properties of the amplified section between the 
primers. (M) measure levels of nucleic acids more sensitively than current . 
technology, without respect to a specific organism. 
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ABSTRACTED- PUB-NO: WO 200104852A 
BASIC-ABSTRACT : 

NOVELTY - The method involves determining whether the initial purchase total for a 
transaction is equal to a preset threshold value. If so, a reduced purchase total 
for the transaction is calculated based on respective second prices for each of the 
products to be purchased. The second price is calculated based on the first price, 
cost associated with corresponding product, and minimum profit amount. 
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DETAILED DESCRIPTION - The method involves receiving a number of product 
identifiers each representing a respective product to be purchased. An initial 
purchase total for the transaction is calculated based on the first prices for each 
of the products to the purchased. If the initial purchase total is at least equal 
to a predetermined threshold purchase total, a reduced purchase total is calculated 
based on respective second prices for the products. At least one of the respective 
second prices is lower than corresponding first price for the product. The first 
and second prices are retrieved from a database . INDEPENDENT CLAIMS are also 
included for the following: 

(a) Point-of-sale terminal controlling methods- 
lb) Shopping website operating method; 
(c) Web server computers- 
Id) Operating method of catalog order 

(e) Purchase total calculation apparatus; 

(f) Data storage device; 

(g) Purchase total calculation program; 

(h) Data processing apparatus; 

(i) Data accessing method 

USE - To calculate discounted prices for products sold at retail in supermarkets, 
drug stores, quick service restaurants, retail stores. 

ADVANTAGE - Permits the seller to predetermine and store one or more levels of 
discount prices on a product-by-product basis. Thereby preserves satisfactory 
profit margins. The retailer is permitted to use a flexible discounting plan to 
promote sales of certain products, such as store brand products, perishable 
products, or high margin products. 

DESCRIPTION OF DRAWING{S) - The figure shows a portion of the database and an 
illustrative display that indicates the various conditions of a condition database . 
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ABSTRACTED-PUB-NO: WO 200023929A 
BASIC-ABSTRACT : 

NOVELTY - A distribution selection processor dynamically allocates a particular 
order to one of distributor's handing a particular product involved in purchase 
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order, based on specific selection criteria, and also authorizes selected 
distributor to ship ordered product to retail customer. A payment processor (40) 
performs billing for retail customer for ordered product authorized for shipment. 

DETAILED DESCRIPTION - Catalog-type product data for selected products, are stored 

^ database (70) . A communication interface selectively permits one of retail 
customers to selectively access the product data stored in the database . An 
electronic order form is provided for retail customer to place a purchase order of 
the selected product. The order processor processes the placed purchase orders . The 
distribution selection processor dynamically allocating a particular product to 
distributors, has a comparator which compares like types of product data for 
distributors handling-like product, to determine an optimum distributor selection 
based on selection criteria including product price, availability, shipping date, 
shipping location or discount data. An INDEPENDENT CLAIM is also included for 
Internet based electronic commerce business transaction processing method. 

USE - For processing electronic commerce business transactions e.g. for computer 
related products, etc in Internet. 

ADVANTAGE - The modular design of business transaction processor allows the 
distribution of processing load among several parallel service, thereby enabling 
faster processing of transactions and providing expandability for future growth. 
Interacts with multiple distributors, thereby enabling larger selection of products 
with higher availability and aggressively competitive pricing. Utilizes multilevel 
fraud checking system incorporating propriety as well as commercially available 
fraud checking system, thereby enabling high level of risk management. The business 
transaction processor is fully automated, including automatic generation of 
electronic catalog, competitive pricing engine according to flexible rule-based 
algorithms, and automatic feedback to the customer. 

DESCRIPTION OF DRAWING (S) - The figure shows block diagram of over all Internet 
based e-mail business transaction processing system. 

Payment processor ( 70 ) Database 40 
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Detailed Description Text (528) : 

As discussed above, the TCP/IP protocol suite is utilized at the transport level . 
At the application level, in compliance with SET, all reguests arrive at the 
Gateway in MIME encapsulated HITP format. Similarly, all responses from the Gateway 
to the merchant servers will be transferred in HTTP. The HTTP protocol stipulates 
that a reguest-response pair will go through the same TCP connection and that the 
originator, in this case a merchant server, will establish a connection to send the 
reguest and will take down the connection when it has received the response. 

Detailed Description Text (557) : 

The Gateway runs under the HP-UX Version 10.10 operating system and is upgraded to 
support future significant system releases. HP-UX 10.10 conforms to major 
standards, including: X/Open UNIX 95 ( conforming with the Single UNIX 
Specification, SPEC 1170) X/Open Portability Guide Issue 4 Base Profile (XPG4) OSF 
AES IEEE POSIX 1003.1 and 1003.2 AT&T System V Interface Definition (SVID3 base and 
kernel extensions subset) Level 1 API support UC Berkeley Software Distribution 4.3 
(BSD 4.3) including such features as job control, fast file system, symbolic links, 
long file names, and the C shell System V.4 File System Directory Layout 

Detailed Description Text (627) : 

In a preferred embodiment, a holder of a payment instrument (cardholder) surfs the 
web (Internet) for required items. This is typically accomplished by using a 
browser to view on-line catalog information on the merchant's World Wide Web page. 
However, order numbers can be selected from paper catalogs or a CD-ROM and entered 
manually into the system. This method allows a cardholder to select the items to be 
purchased either automatically or manually. Then, the cardholder is presented with 
an order form containing the list of items, their prices, and totals. The totals 
could include shipping, handling and taxes for example. The order form is delivered 
electronically from the merchant's server or created on the cardholder's computer 
by electronic shopping software. An alternative embodiment supports a negotiation 
for goods by presenting frequent shopper identification and information about a 
competitor's prices. 

Detailed Description Text (691): 

FIG. 35 is a flowchart of conditional authorization of payment in accordance with a 
preferred embodiment. Processing commences at 3500 where the program initializes 
the connection between the cardholder and the merchant for the purposes of 
shopping. After the cardholder completes shopping, a new SSL connection is 
established which provides authenticating information to the merchant. At this 
point the merchant is able to execute payment functionality (based on SSL or SET) 
conditionally, based upon the quality and character of the digital signature and 
the certificate used to validate said signature. Then, at function block 3510, the 
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cardholder selects the payment instrument for the pa^jf^ticular transaction. Payment 
instruments could include VISA, MASTERCARD, PMERl^ EXPRESS, CHECK, SM7VRTCARD or 
DEBIT CARDS. The payment method is then submitt^ to the merchant at function block 
3520. The merchant then initializes the SET r^nection to the acquiring bank at 
function block 3530 if the connection is no^ already established. Then, at function 
block 3540, the certificate is submittedyfo the merchant from the acquiring bank. 
The certificate includes a public key n/:^rtion and a private key used as an 
irrebutable digital signature to auth^ticate the parties to the transaction. The 
certificate also includes in formation on the level of credit risk which allows a 
merchant to conditionally decide o/ the authorization or rejection of credit under 
a particular payment instrument b^sed on their risk level and the merchant's 
personal comfort level with the/ability of the cardholder to pay. This processing 
has not previously been possjVle because the information returned from the 
authorizing bank did not inc/ude a level of credit risk a cardholder posed, it only 
contained credit rejected approved. 
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DOCUMENT-IDENTIFIER: US 6026379 A 

TITLE: System, method and article of manufacture for managing transactions in a 
high availability system 

Application Filing Date (1) : 
19960617 

Detailed Description Text (1125) : 

As discussed above, the TCP/IP protocol suite is utilized at the transport level . 
At the application level, in compliance with SET, all requests arrive at the 
Gateway in MIME encapsulated HTTP format. Similarly, all responses from the Gateway 
to the merchant servers will be transferred in HTTP. The HTTP protocol stipulates 
that a request-response pair will go through the same TCP connection and that the 
originator, in this case a merchant server, will establish a connection to send the 
request and will take down the connection when it has received the response. 

Detailed Description Text (1270) : 

In a preferred embodiment, a holder of a payment instrument (cardholder) surfs the 
web (Internet) for required items. This is typically accomplished by using a 
browser to view on-line catalog information on the merchant's World Wide Web page 
However, order numbers can be selected from paper catalogs or a CD-ROM and entered 
manually into the system. This method allows a cardholder to select the items to be 
purchased either automatically or manually. Then, the cardholder is presented with 
an order form containing the list of items, their prices, and totals. The totals 
could include shipping, handling and taxes for example. The order form is delivered 
electronically from the merchant's server or created on the cardholder's computer 
by electronic shopping software. An alternative embodiment supports a negotiation 
for goods by presenting frequent shopper identification and information about a 
competitor's prices. 

Detailed Description Text (1339) : 

FIG. 35 is a flowchart of conditional authorization of payment in accordance with a 
preferred embodiment. Processing commences at 3500 where the program initializes 
the connection between the cardholder and the merchant for the purposes of 
shopping. After the cardholder completes shopping, a new SSL connection is 
established which provides authenticating information to the merchant. At this 
point the merchant is able to execute payment functionality (based on SSL or SET) 
conditionally, based upon the quality and character of the digital signature and 
the certificate used to validate said signature. Then, at function block 3510, the 
cardholder selects the payment instrument for the particular transaction. Payment 
instruments could include VISA, MASTERCARD, AMERICAN EXPRESS, CHECK, SMARTCARD or 
DEBIT CARDS. The payment method is then submitted to the merchant at function block 
3520. The merchant then initializes the SET connection to the acquiring bank at 
function block 3530 if the connection is not already established. Then, at function 
block 3540, the certificate is submitted to the merchant from the acquiring bank 
The certificate includes a public key portion and a private key used as an 
irrebutable digital signature to authenticate the parties to the transaction. The 
certificate also inc ludes information on the level of credit risk which allows a 
merchant to conditionally decide on the authorization or rejection of credit under 
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a particular payment instrument based on their risk level and the merchant's 
personal comfort level with the ability of the cardholder to pay. This processing 
has not previously been possible because the information returned from the 
authorizing bank did not include a level of credit risk a cardholder posed, it only 
contained credit rejected or approved. 

Current US Cross Reference Classification (1) * 
705/26 

Current US Cross Reference Classification (2) : 
705/27 

Other Reference Publication (45): 

Trommer, D,, ECS Catalog Merges EDI/Net Platforms: Enables Online Ordering in EDI 
Format Over Net, EBN, (May 20, 1996) p. 54. 
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ABSTRACT : 

Image data of various kinds of components and component text data required for 
mounting of components, e.g., shapes, dimensions, packing forms, colors, and the 
like of the components are stored in a storage medium in a manner to be read out as 
part of a component electrical catalog. The storage medium is used to make a search 
for components on a screen and automatically read out necessary component text 
data. The component electronic catalog can be used not only to search for 
components on a screen, similar to a conventional component electronic catalog, but 
to automatically read out component text data so as to automatically form mounting 
data for components to be mounted which are selected through the screen search. 



10 Claims, 35 Drawing figures 
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ART-UNIT: 241 

PRIMARY-EXAMINER: Weinhardt; Robert A. 
ATTY-AGENT-FIRM: Nixon & Vanderhye P.C. 
ABSTRACT : 



An electronic requisitioning system for channeling customer requisition orders to 
internal suppliers and outside vendors, and processing invoices using a centralized 
computer system. A customer accesses an electronic item catalog and requisition 
form to place an order transmitted to the central computer system. Requisitions are 
segregated by supplier and sent as purchase orders to appropriate internal 
suppliers and outside vendors that ship the items directly to the customer. 
Invoices are centrally processed and the customer receives a combined invoice for 
all items requisitions and may transmit payment back through to the central 
computer system. 



9 Claims, 31 Drawing figures 
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DOCUMENT-IDENTIFIER: US 6334115 Bl 
TITLE: Component electronic catalog 

Abstract Text ( 1) : 

Image data of various kinds of components and component text data required for 
mounting of components, e.g., shapes, dimensions, packing forms, colors, and the 
like of the components are stored in a storage medium in a manner to be read out as 
part of a component electrical catalog. The storage medium is used to make a search 
for components on a screen and automatically read out necessary component text 

tdata. The component electronic catalog can be used not only to search for 
components on a screen, similar to a conventional component electronic catalog, but 
to automatically read out component text data so as to automatically form mounting 
data for components to be mounted which are selected through the screen search. 

Application Filing Date (1) : 
19980723 

Brief Summary Text (9) ; 

Component catalog brochures have been used heretofore to form the above-described 
mounting data or inspection data so as to select electronic components of various 
kinds m conformity with the need from the viewpoint of the circuit design and to 
mount the selected electronic components properly. Detailed and complicated 
component information are edited and recorded for every kind of electronic 
component in the brochures according to a predetermined classification method. In 
some cases, electronic components have been actually measured with the use of 
calipers or the like to obtain necessary data. 

^- Drawing Description Text (24) : 
r FIGS. 22A and 22B show diagrams of a different control system adapted to form 
\ mounting data from a component electronic catalog similar to that of the first 
embodiment, according to a second embodiment of the present invention and a data 
processor thereof; 

Detailed Description Text (6) : 

The data processor 8 equipped with a display 9 forms an operation control program, 
as control data to be used at the control system 7, to control actual feeding of 
components and to mount the to supplied components to predetermined positions, with 
reference to an NC program as mounting position data for every component to be 
mounted, a supply library related to supplied states of components, e.g., 
arrangement of components at a component feed section, and a component library for 
correctly and surely recognizing and mounting the supplied components to 
predetermined positions, etc. Mounting data C is formed based on requirements from 
the functional level of the mounting apparatus 4 or supplied states of components, 
etc., m other words, corresponding to the nature of the mounting apparatus 4. 
Specific contents of the mounting data can be set freely. 

Detailed Description Text (9) : 

The mounting position data A can be formed, e.g., by a device for CAD 11 and input 
to the data processor 3 every time each piece of mounting position data is formed. 
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or total pieces of mounting position data may be stored once and transferred to the 
data processor 3. Alternatively, a storage medium storing the mounting position 
data A may be loaded to the data processor 3 for its utilization. The storage 
medium 12 providing the component text data B stores therein, as shown in FIG. 8, 
the image data IM of various kinds of components including components to be mounted 
and the component text data B of necessary information for mounting of components, 
e.g., shapes, dimensions, packing forms, colors and the like of components. Both 
data are stored in the storage medium 12 after being edited in accordance with a 
predetermined classification method. Therefore, by using both the image data IM and 
the component text data B, various kinds of data on the electronic components can 
be displayed on the screen according to predetermined procedures and search 
operations, to be utilized as a component electronic catalog, similar to the 
conventional art. An interface for this purpose may be provided at either side of 
the storage medium 12 and the data processor 3. It is also possible to make a 
required screen display of various kinds of electronic components only by the imaae 
data IM. ^ 

Detailed Description Text (13) : 

Needless to say, the mounting data C should be formed correspondingly depending on 
the type or control level of the mounting apparatus 4. If the mounting data C is 
formed with characteristic data of the mounting apparatus 4 taken into 
consideration, the mounting data C obtained fits the characteristics of the 
mounting apparatus 4, in other words, the mounting time is rendered shortest and 
handling of components becomes easy and ready without failures, with the effect of 
more proper mounting. The mounting data C may be arranged to include inspection 
data for correct mounting of components. The inspection data to detect whether 
components held by nozzles or chucks are directed properly, and, exchange improper 
components to proper ones, or correct a component improperly directed is generated 
by the component text data b formed for every component. Therefore, the -inspection 
data suitable for the components to be mounted can be obtained automatically. The 
components can be inspected more properly with the same amount of labor and time 
and consequently, accurate component mounting can be assured. 

Detailed Description Text (130): 

The component electronic catalog of the present invention is used as a storage 
medium so as to select various components to be mounted through the screen search, 
^in^lar to the conventional art. In addition, the electronic catalog is used to 
automatically read out component text data necessary for mounting of the selected 
to-be-mounted components, so that the NC program related to the mounting position 
of components, the component library related to the recognition of components, 
e.g., shapes, dimensions, colors or the like of components, or the supply library 
related to the supplied states of components such as the arrangement of components 
at a component feed section or the like, i.e., mounting data for feeding the 
components to the mounting apparatus and mounting the components at a predetermined 
mounting position by the mounting apparatus can be automatically formed in the 
conventional automatic data processing manner. Since it is not necessary to 
manually input data of various components necessary for forming the mounting data 
for every component to be mounted, the electronic catalog greatly can reduce the 
labor and time required in the formation of the mounting data. 

Current US Original Classification (1) : 
705/27 
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DOCUMENT-IDENTIFIER: US 5694551 A 

TITLE: Computer integration network for channeling customer orders through a 
centralized computer to various suppliers 



Application Filing Date (1) : 
19950424 

Detailed Description Text (5) : 

FIG. 3 is a high -level block-diagram of the data processing flow in the system On 



computer 100 at the central supplier, the transaction program 1000 
(FIG 4) IS executed to centrally process the data in the system and maintain 208 
databases 102'. These central databases may include individual databases on the 
customer 122, e.g. ship-to information, pending requisitions 124, master product 
Item catalog 12 6, general reference information 12 8 such as product class codes and 
product groups, and invoicing 130. Similar databases 105- can be maintained in each 
customer computer system 104 if the customer system is compatible with the central 
mainframe computer 100. Customer databases 105- contain information inputted at the 
customer workstations 108 and information periodically exchanged between the 
customer computer system 104 and the central supplier computer system 100. 

Detailed Description Text (9) : 

FIG. 4 is a flowchart shovjing on a high level the process flow through the 
transaction program 1000. In step 1002, a customer retrieves and inputs data into 
the customer database 105' in the customer computer system 104. In step 1004 the 
customer selects information from its database and inputs information into the 
database, such as new requisition data 134. Periodically, such as once a day, new 
information added to the customer database, such as new requisitions data files is 
transmitted to the main computer system 100 in step 1006. This information is used 
to update the databases 102- in the main system and, in particular, the requisition 
aatabase 124 . 

Detailed Description Text (20) : 

The new completed requisition information in the customer database is transmitted 
to the main system computer 100 during periodic batch processing in step 1204 
Similarly, update information, e.g., purchase order acknowledgments, ship-to 
updates and product item updates, from the main computer is transmitted to the 
customer computer to update the customer database in step 1206. 

Detailed Description Text (23) : 

Similarly, update information on the customer catalog (SEQ CUS UPDATES) 1222 is 
processed 1224 to update file items 1226 in the catalog database 136. since the 
master catalog database 126 on the main computer correlates each catalog item entry 
by customer and price, the individual customer catalogs are readily updated. In 
addition, data files on a particular customer, such as to whom at the customer 
Items are to be sold, billed, shipped and directed to the attention of, 1228 are 
updated at the main computer system 100 and then transmitted to the customer 
computer to update, step 1230, similar database files 1232 in the customer 
dat_a_bases. The data in the catalog and customer update files are also documented in 
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control reports The initial customer specific information is entered when the 
customer is initially set up to interact with the main computer requisition system. 

Detailed Description Text (25) : 

in step 1312 the data files loaded in the databases 102, is edited such that the 
TollTo'Z t". i^/=°"y--ted, see data files 1314, to appropriate bill-to, ship-to, 
sold-to and attention-to data and then verified to ensure that the data is 
consistent with stored data and that the item numbers ordered conform to the item 
ZTeZl t^^--ter catalog 126. In step 1316, the requisiti^^T^il data ^n 
T^T, ^ Tt u ''^'■^ ^""^ appropriate outside vendor, see data field 

hIII'^^'"^/ appropriate internal departments, see data field 1320. The 

data fields for the internal departments is again reformatted in step 1322 for 
reloading back into the databases 102 of the main computer system. Generally, each 
internal department will maintain its own databases, separate from those of'^;hr 
mam computer system, in a fashion similar to outside vendors. 

Detailed Description Text (30) : 

in step 1430 the edited invoice data is again reformatted and annotated with 
RO^D^L^^to con/'°V".^;' ^^q^i^ition header and detail files (RQN HDR and 

IT^rll '^^^^^^ database 102 format and is then stored in the 

f 1 H f f ' invoice file and master customer file (VLD CM) 131. (MAST INV) 130 
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The utility business model and the future of computing services 

M.A, Rappa 

The idea of utilUy computing has received attention recently and for good reason. Ti,e use of computer, continues to be a rapidly 
oxpand,ng ,eatu«> of modern society, and industry has conic to rely on computers to perform a multitocle of tasks beyon<] simph. data 
processmg and storage. Computer net.vorfcs have extended the reach of computing to connect businesses across the .^upolv chain and =n 
many instances, directly to the consun,er. With ti,e growth of the Internet, the computer has con.e to play an even g..ater'role in ' 

commerce. 



Computmg h,.s also become a larger and more intimate part of daily life tor many people. Individuals now use compute., to accomphsh 
a ..de army of tasks, from the complex to the mundane. (1-3) Whether it is used for communicating by e-mail and instant messaging 
paying bills and managing personal finances, or the pui.uit of hobbies and entertain„,e„t, the computer has become an essex-tial tool 
Indeeu, Ine va nety of tasks performed with computers today would have been difficult to foresee as little as t^vo decades ago. ' 

With all this p„,gre.ss has come a greater degree of reliance on computer and their connectivity to networks, and this «,Haoce has bred 
high expectations for the availability and performance of computing and netvs-orking services. This expectation is not unlike that seen in 

otherareasoftechnologytowhichmodernsodety has grown accustomed; forexampie, the dependenceonareadvava 
atfordably pnced electricity. I.>ng ago a curiosity and a luxury, over the last centuiy we have seer, electricity grow beyond a modern 
evewJay convenience to become a necessity in the lives of most people. 

The prominence of computer, in society and our growing reliance on them raises an interesting question: Is computing the next utility^ 

lheanswertoth,squestionhasbroadimplicationsforthefl.tureofcomputing.Already,theideaofutilitycomputin8h^^^ 

mlluence the development of computer technology in such areas as the auto-prov.sioning of computing resources and resource sharing 

across a computing grid. (4-6) Its potential rote in the evolution of business models for computing services is of equal importance, and 

that role is addressed in this paper. 



Common characteristics of utilities 



n many part, o, the world, although by no means evety.vhere, services such as water, power, heat, light, common carrier transportation 
(a.r„ne.s, buses, and railroads), and telephone access are typically provided by a public utility. What makes anv particular service a 
uti ity IS shape^. by a combination of requirements (see Table 1), most notably: users consider it a necessity: high reliabilitv of sen-ice is 
en tieal; case o. use is a significant factor; the full utilization of capacity is limited; services are scalable (leading to economics of scale)- 
and exclu.sive nghLsare granted for providing seivice in a given area. 

Neces.sUy Users depend on utility services to fulfill their day-to-day needs. Doing without service is a n u uwelcome option for them. Of 
cour.se seldom do utility services st;art out as essential. Its l:ake.s time for distribution networks to .spread and cost, to decline It also 
may take onieior use., to adapt to the seivice. Once a service docs take hold, it may g«,w in nnportanc. as users discover new ways to 
use It to their bene ,t. How cmcial a service becomes may ultimately depend on the circumstances of the individual user. But once usei^ 
c!o come to depend on a .service, it can become a transparent part of their everyday remiity. 

Reli..bility. The service provided by a utility must be readily available when and where the user needs it:. A temporarv of intermittent 
OSS ot serv.ce may cause more than a trivial inconvenience to the user; a prolonged loss of seivice may cause .severe hardship. Because a 
latlure ,n service has undesirable consequences, utilities must oper ate with an exceptionally high degree of reliability. 

Providing crmtinuous service in the face of various contingencies is a huge technological challenge that utilities lace. Because some 
tands of services m.ay not be easily or chea ply in^^^ 

.nevitable equipment tailurc. Furthermore, because utilities provide on demand sen-ices, they must deploy transparent failover 
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mechanisms and standby services to ensure continuous availabi]it>^ to the user. If one area of a service grid fails, the system must be able 
to compensate and respond ittstantaneously Lo the shorti^lL thereby preventing the disruption of the service. 

Necessity drives user expectations of utility services beyoud what may be typical i n othe r industries. Whether or not these expectations 
are realistic, utilities must do their best to buffer users from the predictable problems that could cause a discontimnly in ser/ice. 

Usability. No matter how technologically complex they may be on the production end, utilit>^ seiTices are charactenstically simple at the 
point of use. Users have what could be called a ^'plug-and-pIay" mentality-. This is not to say that devices connected to a seivice are 
unsophisticated, but the utility service itself tends to exist only in the background. Uset^ may become mindful of a utility only in those 
rare instances when the service fails to meet: their expectations. This may explain why the public perception of a utility is not always 
positive. 

One ingredient in making a service simple at the user interface is a high level of technical standardization. Devices that add user 
functiormlity to the service must conform to the specifications of the network. Plug aimpatibility, independent of the vettdor, is g 
cx)mmon feature of utiliiy services. Even so, technical standardisation can be extremely difficult to achieve. In marketplaces where 
proprietaiy innovation is strong, the incentive for competitors to agree on standards is weak. .Mthough a lack of standardization is costly 
and inconvenient, premature consensus on a standard may forestall significant innovation that can be of benefit to users. 

To the extent that inannpatible standards take hold, in some cases the consequences ca n endure for long periods, as fixed investments 
in infrastructnrc grow. Just how long this condition can last is illustrated by the case of the- ciifferencc in voltage standards around the 
world In such situations, technologies that enable the conversion bet;veen standards become a regular and cumbersome aspect of the 
user experience. 

tJtilizatioii rates. Utilities are driven by a need to carefully ma nage utilization rates. User demand for utility ser/ices can Ouctuate widely 
over time and across the service region. Because sumciont production c:apaciEy must be insialled to hamiie penocis of peak demand, 
overall utilization rates are tj^pically well belov/ full capacity. 

In addition to fluctuations in usage, there may be discrete incidents of an exceptional nature when demand spikes sharply upward. Such 
spikes can occu r when large numbers of users suddenly want to use the service simultaneously. Other spikes may occur when users fear 
a shortage in supply and begin hoarding, to the extent that it is possible. 

Underutilization in off peak periods provides a stn^ng economic rationaie for service providers to shift: user demand from peak to off 
peak periods. By pricing services according to actual metered usage and by providing off-peak price discounts, fluctuations in user 
demand can be smoothed out over the cycle. How a sei-vice is billed may also create incentives for usei-s to limit their usage. 

Scalability. tJtilities are conmiodity businesses. Therefore, utility ser/ices can exhibit significant ecot^omies of scale that favor larger 
producers over smaller ones. As production capacity rises, the unit cost of production falls. There may be other si-e^related benefits as 
well. It might be expected that as the demand for a senice increases beyond some threshold, the quality of sendee may decline as users 
begin to compete with each other. However, witii some tj^pes of utilities, service can become more and more usetul as the number of 
users of increases. 

Service exclusivity. The economies of scale in a utility can benefit from a monopolistic provision of services. When this is the case, the 
government may step in to grant an exclusive franchise in a geographic region. Govern ment regulation of the semce and how it is 
priced typically accompanies such a sanction. Cost-based pricing is a common formula. With the benefits of an exclusive franchise 
comes the obligation to serve any and all users regardless {)f how profitable it maybe for the utility. 

Some of the common characteristics of a utility derive iVom iLs relationship with its customers. Other characteristics are derived from 
technological and business aspects of how the service is produced and distributed. The preceding list of characteristics, while important, 
is not meant to exclude other possible factors that may be relevant to particular types of utility/. 

Each of the characteristics described here mayor may not play an equal role in shaping any particular tyi)e of utility service. Table i 
provides an evaluation in the most general terms of the potential relevance of each factor for public utility ser^^.ces, including water. 
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electricity, and common carrier (or public) transportation. In addition, the comparison is extended to examine a few businesses that 
have some charactenslics in common with public utilities, namely radio and lelevisiotj broadcasting and internet access setvices. 

The utility business model 

The factors of user necessity, reliability, usability, utilization, scalability, and exclusivity, when taken together, shape the business mode] 
for utilib/ services. To understand the nature of the utilit>^ model, it is useful to place it in the context of business models in general. A 
business model is a method of doing business. All business models specify what a company does to create value, hovv it is situated 
among upstream and dovvnstreani partners in the value chain, and the type of arrangement it has with its customers to generate 
revenue. In any given industry, the methods of doing business may vary, but there are limits imposed by technological factors,, by the 
competitive dynamic among companies and between companies and their channel partners, and by customer expectations and 
preferences, among other things. 

There have been a number of attempts to create schema for classifying the various types of business models seen in practice, 
particularly in relation to the internet. (7-1:1) The commercialization of the Internet during the :t990s drew a great deal of aUention to 
business models. The Internet opened the door to new business opportunities, but many Internet- based enterprises failed because they 
had not clearly thought through their model -pa iticularly, how money would be made. Nonetheless, given the rapid adoption of the 
Internet, it may no longer be possible to discuss business models without taking it fully into account. 

One approach to the classifiaition (jf e-business models is a comprehensive taxonomy using the customer relationship as the primary 
dimension for defining categories. (7) Although by no means the only approach, this has proven to he a useful framework because it 
builds upon a common parlance already used in many industries to describe methods of business. Although other approaches maybe 
more suitable lor other purposes, it is unreasonable to expect that any single taxonomy can account for the vast divetWy of business 
models found in pra(;tice without becoming unwieldy. 

Nine major categories are used to classify a number of different types of business models that have been identified in practice among 
Web-based enterprises (see Table 2): 

Brokerage model. Brokers are market make]*s: they bring buyers and sellers together and facilitate transactions. Brokers playa frequent 
role in business-to-business (B2B), business-to-consumer (B2C), or consumer-to-consumer (C2C) markets. Usually, a broker charges a 
lee or commission for each transaction it enables. The formula for tees can vary. Brokerage models include exchanges, demand 
collection systems, and auction brokerages. 

Advertising model. The advertising model on the Web is an extension of the traditional media broadcast model, T'he broadcaster, in this 
c^se a Web site, pr.)vides contimt (usually, but not necessarily, for free) and services (lilve e-mail, chai;, forums) mixed with advertising 
messages in the form of banner ads. The banner ads may be the major or sole source of revenue for the broadcaster. The broadcaster 
may be a content creator or a distributor of content created elsewhere. The advertising model works best when the volume of traffic is 
large or highly specialized. Advertising models include portals, query-based paid placement, contextual advertising, and conten t- 
targeted advertising. 

Information-intermediary model. Data about consumers and their consumption habits are valuable, especialfy when that information is 
carefully analyzed and used to target marketing can^paigns. Independently collected data about producers and their products are useful 
to consumers who are considering a purchase. Some firms function as "infonjediaries" (information intermediaries) assisting buyers 
and/or sellers to understand a given market. 

Merchant model. Merchants are wholesalers and r(M:ailers of goods and services. Sales may be made based on list prices of through 
auctioning. Merchant models include virtual merchants or "e-tailers", maiUorder businesses with a Web-based catalog, and tradidonal 
brick -and-mortar retail eslablishinents with Web storefronts. 

Manufacturer Direct model. The maker of a product or seivice niay sell (by purchase, lease, or license) directfy to the consumer. The 
manufacturer or direct mode! is b£KS(;d on the powcjr of the Web to allow n manufacturer t;o reach buyers directly imd thereby compress 
the distribution channel. The manutacturer model maybe chosen for its eftlciency, improved customer semce, or due to a better 
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understanding of customer preferences. 

Affiliate model. The affiliate model provides purcliase opportunities wherever people maybe surfing the Web. Financial incentives (in 
tiie form of a percentage of revenue) are offered to affiliated partner sites. The affiliates provide purchase-point cliclc-thr.^ugh (i.e. direct 
linking) from their Web sites to the merchant's Wc:b site. It is ;i pay-for-performance model-if an affiliate does not generate sales, no 
cost to the merchant is incurred. The affiliate model is inherently well suited to the Web, which explains its popularity'. Variations'of this 
model include banner excliange, pay-per-click, and revenue sliariiig programs. 

Community model. The community model is based on user loyally. Loyal users invest both their time atid emoti.)ris in a business. 
Revenue can be generated b3.seci on the sale of ancillary products and sc:rvices or voluntary con! rib.itions. The best known example of a 
communitj' model is that of "open source" computing. The businesses that have emerged amund open source products relv on revenue 
generated from related .services such as systems integration, product support, tutorials, and user documentation. Anotlier exati.ple is 
the traditicmal public broiidcasting model, the li.slener or viexver-a)ntributor method used in not-for-profit radio and television 
broadca.sting. The model is based on the creation of a community of interested usei-s who support the site through voluntary donations. 

Subscription model. Users are charged a periodic daily, monthly, or annual fee to subscribe to a service. It is not uncommon for sites to 
combine free content with "premium" (i.e., subscriber only or member only) content. Subscription fees are incurred regardless of actual 
usage rates. Subscription and advertising models are I requet-tly combined. Examples include content services, pen>on-to-person 
networking services, trust services, and Internet service providers (ISPs). 

Utilit3' and hybrid models. The utility model is based on metering usage and constitutes a "pay as you go" approach. Unlike subscription 
seivices, metered services are based on actual usage rates. For example, an ISP may use a utility model, charging customei-s for 
connection minutes, though the subscription model is niore cointno!) among ISPs operating in the United States. An interesting hybrid 
model on the V/eb, the metered subscription, allows su bscribers to purchase access t:o content: in met(;red portions, such as the nu mber 
of pages viewed. 

Metering customer usage is one characteristic that figures prominently in the utility business model and sets it apart from other models. 
But ulilitie.s in tl-.e off-line world are not limited to the approac!, of n.etering usage (see Table 3 and Figure )). One example is residential 
tekiphone .services. For some ti me, the so-called "plain old telephone .system" (or POTS) adopted a combination of metered usage for 
long distance service.s, a subscription model for local calling services, and a lease model for the usage of telephone equipment (though 
r,owada>'s equipment is typically purchased outright). Under a subscription model, use« pay a fiat rate for monthly setvice regardless of 
actual usage levels. 

[FIGURE t OMITTED] 

Cellular phone .sen'ices have adopted yet another combination of the subscription and utilit>' models. A monthly sub.scribor lee for both 
local and long distance service is tied to a maximum level of usage (i.e., connection minutes), beyond which usage is metered and billed 
accordingly. The subscription may come with a minimum-length service contract, and may also iriclude equipment as part of the 
agnjement. The popularity of the cellular business model has recently led telephone service providers to consider the adoption of a 
similar approach with the introduction of a flat-rate subscription for both local and long distance calling services bundled together. 

l^dio and television broadcasting offeis another example of how different business models can be combined in a service that exhibits 
characteristics similar to a utility. Terrestrial broadcasting seivices have typically depended on sponsorship in tlie iorm of commercial 
odveirtisements that: are interspeR>ed with programming. There is a!.so a form of terrestrial broadcasting, which is publicly sponsored, 
that could be classified with communitj' business models. Satellite and r^bie broadcasters use a subscripHon model in which the user is 
charged for a basic package of bundled services and can also choose from a menu of premium content. 

Internet access services provide an example of how business models adapt to technological changes in how a service is provided. Eariy 
in the commctt;ial rollout of Iht; Int(;rnet, services oifered dial-up jicces.s by using a combination of business models not uniike the 
telephone service on which that access depended. A user could pay according to actual usage or pay a subscriber fee for limited (and 
later unlimited) senice. With tiie advent of residential broadband services, Internet access providers ofler "always on" service using a 
subscription model. 
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utility computing 

Recent projections from IBiVI have envisioned utility computing as an integral part of the future of information technology. IBM Global 
Services provides the following definition: 

V: t i. ,1 i t y c oinp ij t _i n q i s the o n d e ra^ n d d ^ 1 i v e r y o f i p. f r a s t r u c 1 1 ■ r e ^ 
appi ica cions , and business processes 

IT: a sGcurity-rich, shared, scaieabie, and standards-based 

compijter envi ronnrienr. over the Internet tor 

a fee. C ■ j s t orne r s w i i ]. t a p into IT r e s o u r c e 3 - a n d 

pay lor tViSrfi-as easily as they nov7 get tlieir elect: ricicy 

or water, il2) 



In a recent interview, Inking Wkdawsky-Berger, General Manager for e-business on demand, said: 

The idea of accessing corfLputing and data v;ithout 
havinq to own the corfLpnrers probably is even 
older than the 1930s because at some level that's 
wh a t t i me - s h r i n g compu t i. n g was about, a nd t h a t 
p r o b a b j. y w 3 s b a c k. \ n 1 1": e 1 9 7 0 s , It' s a v e r y n i c e 
thoughr, v/hich comes froin watcFiinq other successful 
utiliries. You knov^, people are used to the 
tact that they use electricity, they turn on water 
faucets, t'hey use the telephone, Lhey get access to 
television, and in none of these cases do they have 
to own the equipment that generates eJectricity. 
They don't have to own the water supply, of the 
telephone swxtciies, of the broadcasting companies. 
Everybody says, "Gee wouldn't it be nice if 
T can similarly plug in to get c'icces3 to applications 
a n. d i n f o r m 3 1 i o n ? " {1 3 ) 



Recent discussions of computing have begun to point to its siniilarit>' to conventional public senice utilities. (14,15) To be sure, the 
analogy can be taken too far, but it is instructive to examine the general sendee requirements of utilities in the context of computing to 
better gauge v^here business rrsodels rnay be heading in the future. It may very well be thai cu rrent business models based on 
purchasing, leasing, and licensing of product will ultimately give way !:o a utility model of computing based on. subscriber fees and 
metered services. 



The importance of computer for business has become an indisputable fact. Computer and netAvork seivices are an end-to-end 
mmponent of many busiriess processes. To be without seirice is not merely an ina)nvenience: it is a potential fmandai disaster. It 
should therefore come as no surprise that businesses both large and small have come to view computers as a necessity in the same 
manner as they might view utility services. Furthermore, it is likely that the reliance of individual users on computing services will 
rival if not surpass their reliance on public utilities like the residential telephone as an essential sendee. 



As reliatice oti computing grows, so will the expectation among users for reliable service. Itnprovemeuts in computer reliability have 
been made, but there is still much work to be done. Solhvare remains a source of instabiiity in the heterogeneous computer 
environments that exist today. As software has becom^e more powerful, it has also become more complex in terms of the underlying 
code, l^iis complexity- creates a major challenge in engineering reliable softvN^are even under benign conditions, and this is exacerbated 
by the unrelenting seen rity threat to computer networks. Current approaches to security, which can rely heavily on patching software 
after it is deployed, may be severely flawed as a method for achieving high reliability. 

The growth of personal computei^ and the Internet have made computing a mainstream activit>^ Today the computer user population 
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cuts across a ivide spectrum in terms of age, education, and other demographic dimensions. Fortunately enormous progress has been 
made Lo improve c{)mputer usability. The user inlerface for persona] computing is good evidence of success in making computet^ easier 
to use. Both hardware and sofhvare makers are m.oving quickly in the direction of creating products w\ih "plug and play" convenience. 
But even so, com.puters have not yet achieved the goal of becoming as simple to use as a common household appliance. Advances in 
usability have been offset by the rapid technological innovation that has kept designs and standards in flux. 

The substantial inveslntenl made in computing infrastructure has spurred an interest in increasitig the overall rale of its utilization. 
Current progress in technolog>^ is making this possible. An example is the viriualization of server and storage capacity and the advent of 
grid computing supported by open standards. Grid computing will ultimately present utility-computing service providers with capacity- 
planning issues similar to those faced by public utilities. Managing peak demand and the economical utilization of capacit)/ will require 
incentives to modify usage patterns. This will favor the adoption of metered usage as a core element in the business model for utility 
computing. 

To the extent that technology enables computing services to be scalable, the economies of scale t>^pical of public utility services should 
also apply to utilit>^ computing. The benefits may come on several fronts, because the fixed cost of services of the utilit}^ can be 
amortized across a larger population of useK, thereby reducing the unit cost per user. Utility computing may also benefit from the 
ability to retain the necessary skilled workforce to manage and maintain computing services in a way that is ciifJicult for small and 
medium-sized enterprises. This may be of particular importance in dealing with network security, a field where there is a scarcity of 
talent 

One manner in which utility computing may differ from a public utility is with respect to service exclusivity. The trend in recent decades 
has been l;o deregulate and encourage competition in the public utility sector, for example, telephone and electricity service. It maybe 
too soon to judge the overall effect deregulation has had on the provision of public services. At least some of the challenge of 
deregulation is the result of the tumultuous transition from a regulated environment. Utilit>^ computing may benefit from an 
opportunity to' grow in a highly competitive marketplace. To the extent that technology evolves in a direction that permits competition 
in the pn)vision of Servians, such as with open ncf-work protocols, the need for service exclusivity may be lessened. However, it should be 
expected that de facto technical standards and competitive advantages among enterprises might eventually lead to the emergence of 
dominant (if not exclusive) utility computing service providers. 

It is interesting to speculate on what shape the utility-computing business model might take in the foreseeable foture. The provision of 
computing services presents a matrix ot opportunities that goes well beyond any comparison to traditional public utilities like 
electricity. Although it may be technically feasible to meter some kinds of computing services, there remains the question of which 
services to meter and how this can be done. At the level ofcomputing infrastructure, it is possible to envision the metered usage of CPU 
resourc'(;s, for example. At the application layer, there is already a move away !rom. a pure license model toward subscription-based 
services. It is also conceivable that some kinds of applications could be adapted to a metered usage model, or a com.bination of 
subscription and metering. Lastly, it may be advantageous to meter coiTiputing services based on the completion rate of discrete 
business processes, such as the number of customer transactions. 

>From the customer's point of view, the business logic of metering usage can be compelling: one pays only for what one uses. This is 
something that IT managers who are taced with an escalating cost-of-ownership can appreciate. But the initial move away from the 
ownership model to the utility computing model will be hampered unless there exist clear operational measures of the underlying 
demand function and, therefore, a w^ay to determine the cost to an organization when the meter is turned on. Depending on the kind of 
metering employed, end users may have to adjust their computing habits to cultivate an ethic of r(:source conservation and be mindful 
of the usage costs they incur. It is likely that commoditized services will be more easily adapted to a metered usage model. 

In comparison, the subscription model provides usei*s widi more flexibilit>^ and pi*ovides managers with a more accountable, if 
intermediate, approach on the path toward utility computing. A subscription-based service is more amenable to high value-added 
proprietary services that require more elaborate sendee level agrcement-s. In a situation where there remains u ncertainty about the 
upside demand for services or where there are weak controls on usage levels, we are more likely to see adoption of a subscription 
approach. I'able provides a summ.ary comparing the factoid; that may favor deployment of a subscription model versus those that favor 
metered usage of coniputing seE^ices, 
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Conclusion 



Avision of the future of computing sei^^ices based on the utility-computing business model has already begun to take shape. Application 
service providers, managed services, and hosting are an increasingly common part of the computing landscape. Users have coine to 
depend on computers and have high expectations of their reliabiHty; ihcylook toward a day when the use c)f computers m.atches the 
ease of other everyday appliances. Furthermore, the provision of computing services is increasingly driven by economies of scale and 
ttie effective utilization of resources. 

The kind of utility-annputing business model that will find favor wnth the customer remains to be seen. Already large enterprise 
customers are taking the first steps toward a model based on multiyear subscription contracts. liov/ever the metered tise of computing 
services is a significant leap from, the current model of purchasing or leasing computer hardware, accompanied by software licensing. 

Clearly, there are trade-offs involved in migrating to new business models. Customers must be convinced of the tangible benefits in 
makitjg a change. Vv^iat is ceded in terms of ownership and control must be more than modestly offset by advantages in procuring 
computing services, such as Hexibiiitj^ speed of deployment, and cost savings. 

Table 1 Requireif;eni:s coifimon to uLility services 

M e c e s s i. t y Re .1 i a b i } i t y 

Waiter H H 

Eiecliricity li 

Corrimon Carrier Transportation M h 

Telephone: 

POTS H H 

Cellular M y. 
Radio a no: Television Broadca.'? ting : 

TerreoLrial m h 

S a t G 1 1 i u e M M 

Cable M |j 
T n t e r n e t A c c e s s : 

DSL H p; 

Cable H H 

Di al - up }4 



Usabilitv 



V^ater H h 

Electricity II }i 

Conimon Carrier Transportaciori H h 
Telephone ; 

POTS H H 

Cellular H H 

R a d i. o a n ci T e 1 e v i s ,i on B r o a d c a 3 1 i. n g : 

Terrestrial H h 

Sate 11 ire M L 

Cable H 

1 n t e r n e t Ac c e s s : 

DSL H R 

Cable H H 

Dial-up H H 



Scalability 



Exclusivity 
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Vi3 1 e r H H 

Electricity H K 

Comtfion Carrier- Transpor La t iof) M H 
Telephone : 

POTS H M 

Cellular H 1. 

Radio and Television Broadcasting: 

Terrestrial H M 

Sate^iitw H L 

Cable H K 

Internet Access: 

DSL H H 

Cable H H 

Dial-up H L 



L ^ Lovv^ relevance 

M ^ MediiiiTi relevance 

H =^ High relevance 

Table 2 Taxoriorny of e-business models 
Type Model 

Brokerage Marketplace Exchange--Of f e rs a full range of services 

cove r i n g the t r a n s a c t .1 o n p r o c e s s ^ f r on\ m a r k e t 
assessmenf: to negotiation and f ul f i 1 iiaent . Exch-anqes 
operate independently or are backed by an industry 
consortium. 

Buy/Sell Ful til Iraent --Takes customer orders to buy or 
sell a product or service, including terms like 
price and delivery. 

Demand Collection System- -The patented 
" n. a m e -- y o u r— p r 1 c e " mo d el pi on e e r e d by 
Priceline.com Prospective buyer makes a final 

(binding) bid for a ^specified good or service, and 
t n. e b r o k e r a r r a n g e s f u ]. f i 1 1 m e n t . 

Auction Broker—Conducts auctions for sellers 
(individuals or mercliants) . Broker charges the 
seller a listing fee and commission based on the 
value of the t r an. sac Lion . Auctioiis vary widely in. 
terms of the offering and bidding rules. 

Transaction Broker --Provides a third -party payment 
mechanism for buyers and sellers to settle a 
t ransactiofi . 

Distributor--A catalog operation that connects a large 
number of product manufacturers with volume and 
retail buyers. Broker facilitates bursiness 
transactions between franchised distributors and 
their trading partners. 

Search Agent — A softv;are agent used to sea.rch tor the 
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Ad 



ve raising 



If: L or 111 at ion 
Iritermediary 



price and availability of goody or a service 
specified by the buyer or to locate hard- to- find 
infer mar. ion , 

VirLuai Mall A hosLing t^ervice for on-line irierclian L s 

that charges setup, monthly iistir.q, and/or 

transact i on t e e s . M a y a i s o p r o v i d e a u t oir^a t e d 

t r a n s a c t i. o ri a d r e ]. a 1 1 o n s h J. p ma r k e t i n g e r vi c a . 

Portal --Usually a search engine that may include 
V a .1" i e d content or s e r v J. c e s . A h i. g h v o 1 u me o t \) s e r 
traffic makes advertising profitable and permits 
further diversification of sit:e services. A 
personalized portal allows cus uoird zation of the 
interface and content to the user. A niche portal 
cultivates a weli-defined user deTnogr aphic . 

Classif ied3-"Lisr of items for sale or w'anted for 
purchase. Listing fees are common, biJt there also 
may be a meuibe rsh ip fee. 

Registered aser---Content-based sites rhar are free ro 
access but require users to register and provide 
d eraogr aph 1 c da t a . Regi s t r a t i on a i 1 ov/s i nt e r - s e s s i on 
tracking of user surfing habits and thereby 
generates data of potential value in targeted 
advertising camLpaigns . 

Query-based Paid Pl3cement--3el Is favorable link 
positioning ( i , e , , s pon sored links) o r adve r t i s i ng 
keyed to particular search terms in a user query, 
such as the Overture trademark 
pay- f o r-pe r f o rma n c e mode 1 . 

Contextual Adve r t is ing - --Freewa re developers who bundle 
ads with their product. For example, a browser 
extension that automates authon ti ca t i.on and form 
fill-ins may also deliver advertising links or 
pop- up s as the user surfs the Web. Contextual 
advertisers can sell targeted advertising based on 
an individual's surfing behavior, 

Content-Targeted Advertis ing-- Pioneered by Google 
the precision of searct. advertising is extended to 
the rest of the Web. Google identifies the content 
of a Web page and then automatically delivers 
relevaivL ads when a user visits that page. 

Ultramercials ^--Inre ractive online ads thar require 

user interaction to reach the intended content. 
Adver rising Networks ---A service feeding banner ads lo 
a network of member sites, thereby enabling 
advertisers to deploy large marketing campaigns. Ad 
networks coliecf data about Web users that can be 
used Lo analyze marketing effectiveness. 
Audience Measurem.ent Service--On-l ine audience market 
resea rch . 

Incentive Mar ke t ing"--Customer loyalty programs 

providing incentives to customers such as redeemable 
points or coupons for making pur.ch^ises from 
associated retailers. Data collected about users are 
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sold for targeted advertising. 
Mercnant Virtual Merchant--A retail merch/^nt that operates 

solely over the Web (aloo known as an " e~ta i ]. e r " ) . 
Catalog Merchant- "Mail-order business with a K-eb- based 
catalog which combines nail, telephone, and on-line 
orderi ng . 

Click and Morta r--Tradi ti ona 1 bri ck~and-raort ar retail 
establishment with a Web storefront. 

B i. t V e n d o r — A mere h a n t wh o ci e a I s s t r i c 1 1 y i n d i, g i t a 1 
products and services and, in its purest rorm, 
conducts both sales and distribution over the Web, 
Manufacturer Purchase Model--A manufacturer that sells its products 

1; 1 r G c t or s ervice s 6 i r e c 1 1 y t o t h e con s urae r . 

Lease Model--A manufacturer that finances the sale or 
rental of its products directly to the consumer. 

Licensing Model raanu f a ctu rer , such as a software 
maker, that licenses its product directi.y to the 
consaiiier , 

Brand-integrated Content--In contrast to the 

sponsored-content approach (i.e.. the advertising 
rao d el), b r a n d - i n t e g r ate d c o n t e n t 1 s c r e a t e d b y t h e 
manufacturer itself for the sole purpose of producr 
pi a cement . 

Af filiate Banner Exch3nge--T r ades banner placement among a 

network of affiliated sites. 
Pay-per-Click--Site that pays affiliates for a user 

cl let- through . 
Revenue Sha r i ng--Oi f ers a percent-o f ~s al e commission 

based on a user cl i ok - through in which tlie user 

subsequently purchases a product. 
Community Open Sou rce--Sof twa re developed voluntarily by a 

global community of programmers who share coda 

openly. Instead of licensing code for a fee, open 

source relies on revenue generated from related 

services like systems integration, product support, 

tutorials, and user documerrta t ion . 
Public Broadcasting --User contributor miodel used by 

not- for -prof i t radi o and t e I evi s ron b roadcas t i ng 

extended to the Web. The model is based on the 

creation of a coinmunity of users who support the 

site through voluntary donations. 
Knowledge Networks--Discussion sites that provide a 

source of informalion based on. tiie sharing of 

expertise among professionals. 
Subscription Content Gervi ce--Provides text, audio, or video 

content to users who subscribe for a fee to gain 

access to the service. 
Person- to- Person Networking Service--Condui t for the 

distribution of user-submitted information, for 

example, individuals searching for foriner 

schoolmates . 

Trust Servi.ce--Membership association that abides by 
an explicit code of conduct and to which members 
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pay a subscriptiiori fee. 
.1" n t G r n G t 3 e r v i, c e P r o v i. d e r — Provider: network 
connectivity and related fvervice^. 
aullitv Metered Usaqe-^Meas a res and bills users based an 

actual usage ol a service. 
Metered oub.^c r iptiori--;\.How5^ subscribers to purcha.se 
a c c e s s to con t e n t in mete r e d a rao u nts (e.g. n i: mb e r s 
of pages viev?-ed) . 

Table .3 Business raodel.s of utility services 

Type of -Service Business Models 

^^"^^ Metered usage of service 

Electricity Metered usage of service 

Corr.mon Carrier Transportation Basic pay-as-you-go fare for one-way or 

r o v: n d t r i. p s e r v i c e ; .? u b s c r i p t i on f o r 
cominuter service 

Telephone : 

Subscription for ioca.l service; metered 
usage o f 1 o n g d .i s t a nee service; 
equipment is leased or purchased 
Cellular Subscription with usage liniits; motored 

usage in excess of the subscription 
liriiit; equipiMent purchased or bundled 
with subscription 

K 3 d i. o an d T e .1 e v i s i on B r o a d c a s t i n g : 

T e r rest r 1 a "J. Ad v e r t i s e r - s p o ri sore d , 

c omiTiu n i t y - s p o n s o r e d. 
Satellite Subscription with basic package and 

pre m i 'um s e r v i c e s 
Lease or purchase equipment 
Subscription with basic package and 

p r erni um s e r vi c e s 
Pay-per-view for special event 

programming and movie selections 
Leased equipment is bundled with 
serv.i.ce 



T n t e r n e t A cc a s s : 

Subscription for unlimited {"alv/avs 

on") service 
Leased equiprnent is bundled with 

service 

■-^'^^^ Subscription for unlimited ("always 

on"} service 
Leased equipment is bundled with 
service 

Dial-up Subscription for limited service or 

metered us.age based upon connection 
rime 

Equipment is purchased 



Table 4 Factors favoring subscription versus metered utility model for 
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coniputirig services 
Metereci Model 



^ \ i b 3 c .V i p t. i o n Mo d e j 



sage nieasures are easy to define. Usage measures are difficult to 
moT^itor, and vcriry define, monitor, or verify 

rong managerial controls on Weak inanag^ 



: 1 a i, c o n L r o i. s on i j. s a a e 



usage patterns 



pattern; 



Commoditized, low value-added Proprietary, high vaiue-added 



services 



services 



Favored by cost --conscious users Favored by asers who are less 

with an ethic to conserve conscious of resource costs and 



resources 



the need to conserve 



Easy to forecast resource usage Hard to forecast resource usage 

patterns patterns 
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ABSTRACT: 

An architecture is disclosed allowing a server to communicate bidirectionally with 
a gateway over a first communication link, over which service requests are 
initiated by the server. In response to a transaction received from a host legacy 
system at the gateway, the gateway parses one or more transaction response values 
from the host message, maps the one or more transaction response values to a 
canonical response code, and stores the canonical response code in a transaction 
log. According to a broad aspect of a preferred embodiment of the invention, 
communication networks that employ transactions between applications must 
effectively manage transactions that flow over the network. In addition, networking 
systems must also detect counterfeit transactions, especially, when the networking 
systems are utilized for financial transactions. An active, on-line database is 
utilized as a transaction log to track original requests, valid retrys and detect 
fradulant transactions. The transaction log serves as a memory cache where the 
received host response is returned to a valid retry transaction should the original 
response fail to reach a server because of a communications problem. 
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